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DETAILED ACTION 



1. 



Claims 1-16 is pending. 



2. 



Tills is a final rejection. 



Claim Rejections - 35 USC § 102 



The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that fomri the basis 
for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-3, 10-11, and 13-16 are rejected under 35 U.S.C. 102(e) as being 
anticipated by, ET Britt, Jr. et al. (US 6,230,319). 

As per claim 1 : 

Britt, Jr. et al. discloses a method of automatically reconfiguring a component of a 
remote services network system comprising the steps of: 

detecting a communication error related to a component of said network; [col.8, 
lines 15-16] 

identifying a configuration parameter associated with the occurrence of said 
communication error; [col.8, lines 26-30] 
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obtaining corrected configuration data relating to said configuration parameter; 
and [col.8, lines 32-33] 

automatically installing said corrected configuration data on said component to 
restore communication with said remote services network, [col.8, lines 35-39 and 
coL12, lines 25-35; The claimed configuration parameter associated with the 
occurrence of said communication error can broadly be given as an error 
condition where an error occurs associated to a configuration data or 
configuration data that has been detected and identified as inconsistent state or 
error data that has been communicated in the network (col.8, lines 15-16). 
Specification states data configuration parameters are stored on servers as data 
objects that constitute the communication and identification parameters (pg.27, 
lines 3-5). Britt, Jr. discloses data includes various configuration parameters, 
which can also refer as information, instructions, or contents that is downloaded 
and stored in the flash memory (col.7, lines 50-53). Hence, Britt reads on the 
claimed configuration parameter. Further, Britt discloses the system detects an 
error condition by verifying which is a process of identifying if the contents in the 
flash memory are valid or invalid (col.8, lines 10-11). Britt teaches the identified 
invalid contents are the corrupt information that needs to be replaced with 
correct information (col.8, lines 28-35). Thus, the corrupt information that has 
been detected and identified as error condition reads on the claimed 
configuration parameter associated with the occurrence of communication error.] 
As per claim 2: See col.8, lines 26-30; discussing communication error comprising 
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an error in the identity of said component. 

As per claim 3: See col.11, lines 41-44 and col.12, lines 25-35; discussing 
communication error comprising an error related to connectivity of said component to 
said remote services network. 
As per claim 10: 

Britt discloses a remote services system, comprising: 

a system component in communication with said remote services system, [col.4, 
fines 32-41 and col.6, lines 58-61] said component having a plurality of stored data 
parameters for maintaining communication with said remote services system; [col.7, 
lines 51-55] 

a data base containing valid configuration data parameters for maintaining 
communication of said system component with said remote services system; and 
[coi.7, lines 31-36] 

a communication module operable to detect a communication error between said 
system component and said remote services system [col.11, lines 41-44] and to 
correct said communication error [col.8, lines 15-16 and 26-30] by obtaining valid 
configuration data parameters from said data base [col.8, lines 32-33] and installing 
said valid configuration data parameters on said system component, [col.8, lines 35-39 
and col.12, lines 25-35; The claimed configuration parameter associated with the 
occurrence of said communication error can broadly be given as an error 
condition where an error occurs associated to a configuration data or 
configuration data that has been detected and identified as inconsistent state or 
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error data that has been communicated in the network (col.8, lines 15-16). 
Specification states data configuration parameters are stored on servers as data 
objects that constitute the communication and identification parameters (pg.27, 
lines 3-5). Britt, Jr. discloses data includes various configuration parameters, 
which can also refer as information, instructions, or contents that is downloaded 
and stored in the flash memory (col.7, lines 50-53). Hence, Britt reads on the 
claimed configuration parameter. Further, Britt discloses the system detects an 
error condition by verifying which is a process of identifying if the content in the 
flash memory is valid or invalid (col.8, lines 10-11). Britt teaches the identified 
invalid contents are the corrupt information that needs to be replaced with 
correct information (col.8, lines 28-35). Thus, the corrupt information that has 
been detected and identified as error condition reads on the claimed 
configuration parameter associated with the occurrence of communication error.] 
As per claim 1 1 : See col.8, lines 26-30; discussing communication error comprises 
an error in the identity of said component. 

As per claim 13: See col.8, lines 15-16 and 26-30 and col.11, lines 41-44; 

discussing communication error comprises an error related to connectivity of said 
component to said remote services network. 

As per claim 14: See col.7, lines 31-36 and col.9, lines 9-21; discussing an 
application server, said application server being operable to obtain valid configuration 
data parameters from said data base and to transmit said valid configuration data 
parameters to said system component in response to an instruction received from said 
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communication module. 

As per claim 15: See col.7, lines 31-36; discussing database residing on a server 
controlled by a sen/ice provider. 

As per claim 16: See col. 10, lines 51-61; discussing a internet web site for 
providing limited access to said data base residing on said server controlled by said 
service provider. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 4-9 and 12 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Britt, Jr. et al. (US 6,230,319), and further in view of Howard, Jr. 

et al. (US 6,442,690). 

As per claim 4: 

The claimed configuration parameter associated with the occurrence of said 
communication error can broadly be given as an error condition where an error occurs 
associated to a configuration data or configuration data that has been detected and 
identified as inconsistent state or error data that has been communicated in the network 
(col.8. lines 15-16). Specification states data configuration parameters are stored on 
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servers as data objects that constitute the communication and identification parameters 
(pg.27, lines 3-5). Britt, Jr. discloses data includes various configuration parameters, 
which can also refer as information, instructions, or contents that is downloaded and 
stored in the flash memory (col.7, lines 50-53). Hence, Britt reads on the claimed 
configuration parameter. Further, Britt discloses the system detects an error condition 
by verifying which is a process of identifying if the contents in the flash memory are valid 
or invalid (coL8, lines 10-11). Britt teaches the identified invalid contents are the corrupt 
information that needs to be replaced with correct information (col.8, lines 28-35). Thus, 
the corrupt information that has been detected and identified as error condition reads on 
the claimed configuration parameter associated with the occurrence of communication 
error. However, Britt, Jr. fails to include a client certificate. 

Howard, Jr. et al. disclose an integrated key management system that can 
support key generation and key distribution for numerous types of equipment (col.6, 
lines 1-2). Howard discloses IKMS can provide secure storage of key material and can 
allow for key recovery during disasters, equipment failure, etc., where it can support 
secure automated distribution of keys to equipment and rapid redistribution of previously 
distributed key material to restore secure communications services (col.6, lines 14-20). 
Howard discusses the View Key Inventory function that allows an operator to list all key 
material held securely in the IKMS database (col. 19, lines 6-9) and the View Network 
Connectivity function lists the communication relationship defined within IKMS and show 
the type of cryptographic protection provided by this communication relationship (col. 19, 
lines 19-23). There also includes a CPE error indicator at the bottom of the IKMS 
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desktop where this can show communications error (col. 16, lines 13-19 and col. 19, lines 
54-56). Howard discloses IKMS communicates with the device over open networks and 
exchanges certificate information where verification ensures that this is the first time the 
certificate has been used and the identity of the device (col. 10, lines 6-15 and col.23, 
lines 61-67). Howard discloses the certificate is provided the IKMS over the public 
network where the certificate is validated verifies the device ID, and the certificate is 
associated (coL26, lines 1 3-32). Therefore, it would have been obvious for a person of 
ordinary skills in the art to include a certificate as taught by Howard, Jr. with the 
teaching of automatically reconfiguring a component of a remote services network 
system as taught by Britt, Jr. because the certificate authenticates and verifies the 
device and its communications. 
As per claim 5: 

The claimed configuration parameter associated with the occurrence of said 
communication error can broadly be given as an error condition where an error occurs 
associated to a configuration data or configuration data that has been detected and 
identified as inconsistent state or error data that has been communicated in the network 
(col.8, lines 15-16). Specification states data configuration parameters are stored on * 
servers as data objects that constitute the communication and identification parameters 
(pg.27, lines 3-5). Britt, Jr. discloses data includes various configuration parameters, 
which can also refer as information, instructions, or contents that is downloaded and 
stored in the flash memory (col.7, lines 50-53). Hence, Britt reads on the claimed 
configuration parameter. Further, Britt discloses the system detects an error condition 
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by verifying which is a process of identifying if the contents in the flash memory are valid 
or invalid (col.8, lines 10-11). Britt teaches the identified invalid contents are the corrupt 
information that needs to be replaced with correct infonnation (col.8, lines 28-35). Thus, 
the corrupt information that has been detected and identified as error condition reads on 
the claimed configuration parameter associated with the occurrence of communication 
error. However. Britt, Jr. fails to include a client certificate. 

Howard, Jr. et al. disclose an integrated key management system that can 
support key generation and key distribution for numerous types of equipment (col.6, 
lines 1-2). Howard discloses IKMS can provide secure storage of key material and can 
allow for key recovery during disasters, equipment failure, etc., where it can support 
secure automated distribution of keys to equipment and rapid redistribution of previously 
distributed key material to restore secure communications services (col.6, lines 14-20). 
Howard discusses the View Key Inventory function that allows an operator to list all key 
material held securely in the IKMS database (col. 19, lines 6-9) and the View Network 
Connectivity function lists the communication relationship defined within IKMS and show 
the type of cryptographic protection provided by this communication relationship (col. 19, 
lines 19-23). There also includes a CPE error indicator at the bottom of the IKMS 
desktop where this can show communications error (col. 16, lines 13-19 and col. 19, lines 
54-56). Howard discloses IKMS communicates with the device over open networks and 
exchanges certificate information where verification ensures that this is the first time the 
certificate has been used and the identity of the device (col. 10, lines 6-15 and col.23, 
lines 61-67). Howard discloses the certificate is provided the IKMS over the public 
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network where the certificate is validated verifies the device ID, and the certificate is 
associated (col.26, lines 13-32). Therefore, it would have been obvious for a person of 
ordinary skills. in the art to include a certificate as taught by Howard, Jr. with the 
teaching of automatically reconfiguring a component of a remote sen/ices network 
system as taught by Britt, Jr. because the certificate authenticates and verifies the 
device and its communications. 
As per clainn 6: as rejected in claim 4. 

As per claim 7: See Britt, Jr. on col.12, lines 25-35; discussing the step of 
revalidating communications of said component with said remote services system. 
As per claim 8: as rejected in claim 5. 

As per claim 9: See Britt, Jr. on col.12, lines 25-35; discussing the step of 
revalidating communications of said component with said remote services system. 
As per claim 12: 

The claimed configuration parameter associated with the occurrence of said 
communication error can broadly be given as an error condition where an error occurs 
associated to a configuration data or configuration data that has been detected and 
identified as inconsistent state or error data that has been communicated in the network 
(col.8, lines 15-16). Specification states data configuration parameters are stored on 
servers as data objects that constitute the communication and identification parameters 
(pg.27, lines 3-5). Britt, Jr. discloses data includes various configuration parameters, 
which can also refer as information, instructions, or contents that is downloaded and 
stored in the flash memory (col.7, lines 50-53). Hence, Britt reads on the claimed 
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configuration parameter Further, Britt discloses the system detects an error condition 
by verifying which is a process of identifying if the contents in the flash memory are valid 
or invalid (col.8, lines 10-1 1 ). Britt teaches the identified invalid contents are the corrupt 
information that needs to be replaced with con^ect information (col.8, lines 28-35). Thus, 
the corrupt information that has been detected and identified as error condition reads on 
the claimed configuration parameter associated with the occurrence of communication 
error. However, Britt, Jr. fails to include a client certificate. 

Howard, Jr. et al. disclose an integrated key management system that can 
support key generation and key distribution for numerous types of equipment (col.6, 
lines 1-2). Howard discloses IKMS can provide secure storage of key material and can 
allow for key recovery during disasters, equipment failure, etc., where it can support 
secure automated distribution of keys to equipment and rapid redistribution of previously 
distributed key material to restore secure communications services (col.6, lines 14-20). 
Howard discusses the View Key Inventory function that allows an operator to list all key 
material held securely in the IKMS database (col. 19, lines 6-9) and the View Network 
Connectivity function lists the communication relationship defined within IKMS and show 
the type of cryptographic protection provided by this communication relationship (col. 19, 
lines 19-23). There also includes a CPE error indicator at the bottom of the IKMS 
desktop where this can show communications error (col, 16, lines 13-19 and col. 19, lines 
54-56). Howard discloses IKMS communicates with the device over open networks and 
exchanges certificate information where verification ensures that this is the first time the 
certificate has been used and the identity of the device (col. 10, lines 6-15 and col.23, 
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lines 61-67). Howard discloses the certificate Is provided the IKMS over the public 
network where the certificate Is validated verifies the device ID, and the certificate is 
associated (col.26, lines 13-32). Therefore, it would have been obvious for a person of 
ordinary skills in the art to include a certificate as taught by Howard, Jr. with the 
teaching of automatically reconfiguring a component of a remote services network 
system as taught by Britt, Jr. because the certificate authenticates and verifies the 
device and its communications. 

Response to Arguments 
5. Applicant's arguments filed 1 1/21/2006 iiave been fully considered but tliey 
are not persuasive. 

The argument on page 2 that Britt fails to Identify a configuration parameter 
associated with an identified communication error Is traversed because claimed 
invention does not have the limitation of an identified communication en'or. Claim 1 
broadly recites identifying a configuration parameter associated with the occurrence of 
said communication error. As for the prior art, Britt teaches the processing system 
includes memory means for storing the information, detection means for detecting an 
interruption In the downloading process, and sustaining means for sustaining operation 
of the process system (col.3, lines 1-4). Britt discloses the system detects an error 
condition and verifies if the contents in the flash memory are valid or invalid (col.8, lines 
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10-16). Britt also shows an example if the contents are not valid which are corrupted or 
othenA/ise found to represent an inconsistent state (col.8, lines 28-30). To identify 
something (i.e. error condition or communication error), it is necessary to be able to 
establish or determine (i.e. the error or what may have caused an out of the ordinary 
condition) if something have been detected. Britt discloses detecting an interruption or 
an error condition such that corrupted information is found (col.8. lines 28-30) involves 
identifying the corrupt information or content associated with an error condition (coL8, 
lines 32 and 36). Thus. Britt reads on the claimed identifying a configuration parameter 
associated with the occurrence of said communication error. 
The argument on page 3: 

Examiner traverses the argument where Britt lacks teaching or suggestion of the 
identification of a configuration parameter associated with the occurrence of the 
communication error. Claim 1 recites identifying a configuration parameter associated 
with the occurrence of said communication error. Please see above with regard the 
claimed identifying a configuration parameter associated with the occurrence of said 
communication error. 

Examiner also traverses the argument that Britt is silent on obtaining corrected 
configuration data relating to the configuration parameter that is associated with the 
occurrence of the communication error. As acknowledged by applicant that Britt 
discloses data being downloaded could comprise connection scripts used to establish 
network communication, then Examiner also points out that Britt discusses data 
includes various configuration parameters (i.e. images, sounds, connection scripts used 
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to establish communication with the server, etc.) (col.7, lines 51-55). Thus, the data 
that includes configuration parameter relates to communication information, instructions, 
or content. These data items can be overridden by storing alternate data items in the 
flash memory where the validity of all contents of the flash memory is verified (col.7, 
lines 55-63 and col.8, lines 24-30). Therefore, Britt discloses data or content that 
includes various configuration parameters as the claimed configuration parameters that 
are verified and if invalid is the corrupt information associated with data that includes 
various configuration parameters (col.8, lines 32 and 36). Therefore, Britt reads on the 
claimed obtaining corrected configuration data relating to the configuration parameter 
that is associated with the occurrence of the communication error. 

It is also traversed that Britt fails to disclose automatically installing the corrected 
configuration. data to restore communications with the network. Britt discloses obtaining 
corrected configuration data relating to the configuration parameter is where the corrupt 
information (as established earlier) is replaced by correct information (col.8, lines 33- 
34). Britt teaches the processing system includes detection means for detecting an 
interruption in the downloading process and sustaining means for sustaining operation 
of the process system (col.3, lines 1-4). Britt allows errors in the programming or data 
to be detected and automatically corrected by perfomriing the error download routine 
with out intervention by the user (col.8, lines 35-39). Thus, Britt reads on the claimed 
automatically installing the corrected configuration data to restore communications with 
the network. 

The argument on page 4: 
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. Examiner traverses the argument regarding the term occurrence where applicant 
directs to the specification (pg.27), the parameter associated with the occurrence of the 
communication error is properly interpreted as the cause of the communication error 
and that a corrupt file that is a result of a communication error as disclosed in Britt is not 
associated with the error's occurrence as properly interpreted in light of the 
specification. However, specification states data configuration parameters are stored 
on servers as data objects that constitute the communication and identification 
parameters (pg.27, lines 3-5). The specification simply recites configuration parameters 
and detects communication errors (pg.27, lines 9-13). Examiner does not find the 
specification reciting the occurrence of communication error can be interpreted as the 
cause of the communication error or interpreting claimed othen/vise. 

As discussed above, Britt discloses data includes various configuration 
parameters (i.e. images, sounds, connection scripts used to establish communication 
with the sen/er, etc.), which can also referred as information, instructions, or contents 
that is downloaded and stored in the flash memory (col.7, lines 50-55). Thus, the data 
that includes configuration parameter relates to communication information, instructions, 
or content. Hence, Britt reads on the claimed configuration parameter. The term 
occurrence is defined as something that occurs or the action or instance of occurring. 
The claimed configuration parameter associated with the occurrence of said 
communication error can broadly be given as an error condition where an error occurs 
associated to a configuration parameter or configuration data that has been detected 
and identified as inconsistent state or error data that has been communicated in the 
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network (col.8, lines 15-16). Britt discloses the system detects an enror condition by 
verifying which includes a process of identifying if the contents in the flash memory are 
valid or invalid (col.8, lines 10-11). Based on the broadly claimed occurrence of the 
communication error and related support in the specification, Britt reads on the claimed 
invention. 

The argument where Britt discloses communication with the network is restored 
and thereafter the configuration is corrected which the replaced data is not used to 
restore communication with the network as claimed is traversed. The claimed 
automatically installing corrected configuration data to restore communication with the 
network broadly suggest the communication is to be continued or to regain 
communication once valid or corrected configuration is replaced with the invalid 
configuration data associated with the communication error. Britt teaches the 
processing system includes detection means for detecting an interruption in the 
downloading process (col.3, lines 1-4) and determines whether a download should take 
place (col.8, lines 12-13). Detecting an interruption and determining a download 
suggests the communication is stopped or discontinues until it is determined a 
download is valid where correct information is replaced with the corrupt information 
(col.8, lines 29-39) associated with the detected error (col.8, lines 10-1 1 and 15-16). 
Britt allows errors in the programming or data to be detected and automatically 
corrected by performing the error download routine with out intervention by the user 
(col.8, lines 35-39). Thus, Britt reads on the claimed automatically installing the 
corrected configuration data to restore communications with the network. 
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All dependent claims are also rejected by virtue of their dependencies. 

Conclusion 

6. THIS ACTION IS MADE FINAL Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to LEYNNA T. HA whose telephone number is (571 ) 272-3851 . The 
examiner can normally be reached on Monday - Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor. Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more infonnation about the PAIR 
system, see http://palr-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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